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Atomic Red Team Model Context P o

Protocol (MCP) server

A "USB-C port for Al”

Universal interface between
Al model and tools

Tools: Functions the Al can call
Resources: Data the APl can read
Prompts: Reusable workflow templates

Transports: stdio, SSE, streamable HTTP

Al tool

(Claude, Gemini, Cursor, etc.)

Model Context Protocol

GitHub MCP server Jira MCP server
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MCP architecture

MCP host

Al application (Claude
Desktop, Cursor,
VSCode, Windsurf,
Gemini, etc.)

Manages connections,
orchestrates tool calls

MCP client

Lives on host and
Mmaintains 1:1 connection
with each server

Handles protocol
negotiation,
message routing
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MCP server

Exposes tools,
resources, and
prompts to Al models

Can be local (stdio)
or remote (HTTP)
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Adversary emulati'on. gap

TRADITIONAL WORKFLOW

heavy manual workloads

search atomic copy YAML . manually craft describe goal Al searches,
tests for TTPS to editor BT GEGHments in natural language validates & executes

|
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debug execution cross-reference write report Al analyzes results Al generates
failures detection results manually & correlates consolidated report

D
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Atomic Red Team MCP server Aredcana

The MCP server puts all of those tests into your Al assistant’s hands

Core Tools Resources

query atomics: Search by technique ID, file:///documents/{technique id}:
name, platform Read raw YAML for any technique
execute atomic: Run tests (opt-in, lab only) Full atomic test content available to Al

validate atomic: Validate YAML schema

refresh_atomics: Update from GitHub Supported Clients

get validation schema : Get the atomic Claude Desktop, Claude Code, Cursor,
schema Windsurf, VSCode, Gemini, any MCP client

server info: Server status, platform info




Atomlc Red Teqm MCP mstallatlon

Just five mlnutes to stort'
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2 AOhlyénobIe execution inisolated lab

environments!



Scenario 1 (demo):AThreat intel — Playbook

Claude’s actions

. Parse campaign report for TTPs
2. query atomics foreach TTP

3. Map to available atomic tests
4. validate atomic for any gaps

ol

and generate new tests
Compile-and execute playbook

Prompt: Here’s a report on APT4I1’s recent campaign. Extract the TTPs
and create an atomic test playbook.

red canary

C
zscaler company

Timeline
Step Manual | With MCP
TTP extraction |15 min 30 sec
Library search | 20 min 1 min
Gap analysis | 10 min 1 min
Total 45+ min | 5min
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Scenario 2: Detection rule validation Bredeaa

Prompt: | wrote a Splunk detection for Cloudflare tunnel abuse (T1572).

Validate it by running the relevant atomic tests.

Automated workflow

1. query atomics ("cloudflare tunnel", platform="windows")
— Found: T1572 - Protocol Tunneling tests

2. execute atomic(guid, args) on atomic-windows server
- Test executes; 'gencrates telemetfry

3. Claude queries Splunk (via separate MCP)
L4 "Did your detection fire?"

4. AnalyzZes gaps, suggests rule improvements

Total: ~3-5 minutes vs 30+ minutes manually
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Other example scenarlos
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Looking for more content? <
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